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The pursuit of trademark infringers on the Internet, specifically the use of a

party’s trademark by an unauthorized second party, poses problems that are

unique in trademark infringement law. How do you uncover who is the true

owner of the website that has made unlawful use of your client’s trademark?

What tools are at your disposal? What mechanisms, put in place to safeguard the

privacy of domain owners, can potentially thwart your discovery?

Identifying the Website Owner
When you find an unauthorized appearance of your client’s

trademark on a website, you first need to identify the appropri-

ate recipient of a cease and desist letter, the first tool in your

anti-infringement toolbox. In certain instances, the infringing

website will contain terms and conditions explaining the legal

rules for using the site. It may have an intellectual property

policy posted, and may even give the name and address of the

party to whom you can address the cease and desist letter.

But what if the terms and conditions state the page is actu-

ally maintained by someone else, and that the website is not

responsible for the content of the page? Or what if there are no

terms and conditions, or worse yet, no name, address or other

identifying information for the party operating the website?

First, you must identify the site’s ‘owner’ in order to bring your

complaint to the proper party. Secondly, if need be, you must

identify the defendant in the trademark infringement lawsuit

you may need to bring, if the owner does not voluntarily stop

its infringement of your client’s trademark.

It is important to understand what it really means to find a

site’s owner. A website has a domain name, also known as its

web address, which it uses to  connect to the Internet.1 The

owner of the website is the person or entity who holds the

domain name. The Internet Corporation for Assigned Names

and Numbers (ICANN), a private-sector nonprofit corpora-

tion, controls domain name ownership, and not only oversees

the coordination of domain names, but also technically

ensures that each domain name is associated with the correct

computer Internet address.

ICANN makes agreements, called registrar accreditation

agreements, with entities called registrars. In order to become

the holder of a domain name, one must register the domain

name with a registrar. Such a person is called a registrant. The

registrant receives a license to use the domain name.

Since the registrant’s right to own a domain name comes

through its agreement with an ICANN-approved registrar, in order

to identify the registrant, one must first identify the registrar.

Consequently, you decide to send a cease and desist letter to

the registrar, along with a request for the identity and address

of the actual registrant. Unfortunately, the registrar responds

by a canned email (with a “do-not-reply” return address) that

it does not maintain the website and it does not place content

on it. It also states that it is contrary to its policies to reveal the

identity of the registrant. Furthermore, the response email

notes nothing about whether the unauthorized use of the

trademark will stop. A few weeks go by and your client’s trade-

mark is still appearing on the infringing website. Now what?

You may decide to review the registrar accreditation agree-

ment (RAA) registrars must execute with ICANN. The most

recent version of the RAA, dated May 17, 2001,2 can be found
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on the ICANN website, www.icann.org.

The RAA requires the registrar to

enter into a registration agreement with

the registrant (called the registered

name holder in the RAA). The RAA

states that in such a registration agree-

ment, the registrant must provide the

registrar with accurate, reliable and up-

to-date contact details.3 Moreover, Sec-

tion 3.7.8 of the RAA requires the regis-

trar to verify, periodically re-verify, and

correct, if necessary, this contact infor-

mation. However, the RAA does not

require the registrar to share this infor-

mation with the public.

The RAA does require the registration

agreement between the registrant and the

registrar to include a representation by

the registrant that the manner in which

the domain name (called the registered

name in the RAA) is used will not directly

or indirectly infringe the legal rights of

any third party. One could argue that the

unauthorized use of a third party’s intel-

lectual property is precisely such an

infringement of these legal rights.

However, ICANN does not provide

any means by which your client can

force the registrar to require the regis-

trant to abide by the registration agree-

ment. The only dispute procedure

ICANN provides is the Uniform Domain

Name Dispute Resolution Policy (UDRP)

for addressing, through arbitration, a sit-

uation in which the domain name itself,

rather than the content on the associated

website, infringes a trademark. Indeed, in

a prepared statement of the Federal Trade

Commission before the Congressional

Subcommittee on Courts, the Internet,

and Intellectual Property, the agency

bemoaned the difficulty of getting a reg-

istrar to suspend the domain name of a

registrant who violates the registration

agreement, especially since the registrar

receives fees from the registrant.4

While this proxy registration has cre-

ated a roadblock in your attempt to

 protect your client’s intellectual proper-

ty rights, the fact is that the primary

 reason registrars often shield the names

of registrants is not for the purpose of

aiding trademark infringement, but

rather to protect the privacy of the reg-

istrant. There are good reasons for this,

but the competing interests of privacy

for the registrant and disclosure for the

aggrieved intellectual property owner

must be balanced.

Pros and Cons of Proxy Registration
Pros

As an administrative panel of the

World Intellectual Property Organiza-

tion (WIPO) Arbitration and Mediation

Center noted in HSBC Finance Corpora-

tion v. Clear Blue Sky Inc. and Domain

Manager, “Privacy services generally are

recognized to perform a legitimate func-

tion by shielding registrants from ‘spam’

as a result of their contact details being

made publicly available on the WHOIS

database.”5 The problem of spam is wide-

spread, and both individual and business

domain owners have justifiable interest

in protecting their domain names from

abuse by spammers.

In addition, anonymous registration

of domain names is important for the

Internet to serve as a forum for public

information and free speech, including

political, artistic and religious expression.

Private individuals (i.e., natural persons

rather than businesses) may have a

greater privacy interest than commercial

websites, since individuals may wish to

express their free speech anonymously.6

Cons

The benefits of making VeriSign

Global Registry Services WHOIS Search

data publicly available include protect-

ing consumers from online fraud; facili-

tating commercial transactions that

require due diligence such as mergers

and acquisitions, licensing, and secured

transaction; and facilitating the man-

agement of large domain name portfo-

lios.7 Making this data publicly available

is also relevant to the prosecution of

intellectual property infringement:

This access enables intellectual proper-

ty owners to quickly contact the party

responsible for the registration or use

of a domain name that involves

infringement of trademark or copy-

right, cybersquatting, or other illegal

behavior. In most cases, this quick con-

tact leads to a prompt resolution of the

problem, without the need to invoke

the UDRP or more formal legal process-

es. In those cases which do proceed to

a UDRP complaint, civil litigation, or a

criminal investigation, the data cur-

rently available in WHOIS is often

essential to effective enforcement.8

The HSBC panel noted that it did not

consider the domain name owner’s use

of a privacy service, in and of itself, to

constitute bad faith under the Uniform

Domain Name Dispute Policy, but

acknowledged that “privacy services are

subject to manipulation by a registrant

seeking to evade enforcement of legiti-

mate third-party rights or to obstruct

proceedings commenced under the Pol-

icy or elsewhere.”9

Further, while privacy or proxy serv-

ices may protect innocent registrants

from spammers, violators of the anti-

spam laws can also use the same proxy

services to hide their activities by con-

cealing WHOIS data enabling them to

use spam, viruses and spyware to

infringe third-party rights or otherwise

damage third parties.10

WHOIS databases provide a crucial

tool for businesses, the Federal Trade

Commission, and other law enforce-

ment agencies to track down brand

infringement, online fraud, identity

theft, and other online illegal activity,

but are often hindered in their pursuit

because the person responsible is hid-

ing behind the anonymity of false reg-

istration information.11
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Potential Solutions
ICANN is considering a proposal to

create a new contact type called the

operational point of contact (OPoC).

The OPoC proposal would allow regis-

trants to only publish details of the

OPoC. In the case of a dispute involving

the domain name, the OPoC would con-

tact the registrant.12 It remains to be seen,

however, whether the OPoC could be

named as a defendant in an infringe-

ment lawsuit if the OPoC is not the actu-

al owner of the website, or what mecha-

nisms would be in place to ensure a

cease and desist letter or complaint for-

warded to the OPoC would, in fact, be

received by the domain owner. To date,

there has been no adoption of the OPoC.

ICANN is in the process of amending

the RAA,13 however the amendments that

were under review by the ICANN board

as of March 6, 2009, do not address the

concern that registrars do not need to

reveal registrant identification informa-

tion, even in the case of trademark

infringement. Specifically, a suggestion

was made by the Intellectual Property

Constituency, an advisory committee of

ICANN, that the amended registrar-regis-

trant agreement form, an appendix to

the RAA, contain language that makes

clear proxies and private registration

services must respond to requests for reg-

istrant identification information when

presented with reasonable evidence of

abuse. This has not been addressed in the

proposed RAA amendments. �
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